Nitin Beniwal

Address: Hanumangarh, Rajasthan, India 335511
Phone: +91 9588933519
Email: nbeniwal40@gmail.com
Website(s): (LinkedIn, GitHub, Portfolio etc.)

Summary

Dedicated IT and cybersecurity professional with expertise in securing systems, automating
processes, computer networking, and developing innovative security tools. Committed to
enhancing cyber resilience through technical skills and collaborative problem-solving

Experience

Cyber Incident Response Intern- |ota Analytics, Mohali | Chandigarh
Nov 2024 - Present
e Collaborated on a high-priority project under GDPR regulations, addressing an
international data breach incident.
e Utilized Relativity, an advanced e-discovery and incident response platform, to
process and analyze leaked data obtained from the dark web.
e Identified and extracted critical information from the compromised database,
ensuring accurate documentation and streamlined reporting.
e Contributed to enhancing data integrity and compliance with international privacy
laws through meticulous investigation and handling of sensitive information.
Cyber Security Intern - Prodigy Infotech, Remote
Sep 2024 - Oct 2024
e Conducted vulnerability assessments and security testing to identify and mitigate
potential risks to the company’s network and systems.
e Led simulated phishing attacks to assess the susceptibility of employees to social
engineering threats, improving awareness and response strategies.
e Collaborated with senior team members to analyze security data and implement
recommendations for enhancing the company's security posture.

Skills & tools

0S: Kali, Ubuntu, Windows, RHEL
Tools: Nmap, Wireshark, Metasploit, Burp Suite, Hydra, John the Ripper, Splunk,
SEIM, ExifTool, Ghidra

e Security: Vulnerability Assessments, Phishing Simulations, Penetration Testing,
Cyber Incident Response

e Forensics: Relativity, Autopsy, Binwalk, Photorec, OSINT Framework

e Networking: iptables, nslookup, VirusTotal, Gobuster, OpenVAS

Certifications

Certified Network Security Practitioner [CNPS] | Nov 2024

Jr. Penetration Tester [TRY HACK ME] | Sept 2024

Summer Training on RHCSA (Lovely Professional University) | June - July 2024
Mastercard Cybersecurity virtual experience program on Forage | June 2024
AIG Shields Up: Cybersecurity virtual experience program on Forage |June 2024


http://kedin.com/in/nitinbeniwal/
https://github.com/nitinbeniwal
http://nitinbeniwal.com/

Education

Bachelor in Computer Application with industry collaboration of CompTIA -
Lovely Professional Professional University, Jalandhar

3.2/4.0 GPA
August 2022 - May 2025



